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Olympic Survival Plan

Good practice in business continuity
terms suggests that the planning
should focus on outcomes rather than
particular events (fire, flood, pandemic
etc). The outcomes would normally fall
into one of four generic categories:

¢ Denial of access to, or loss of, the
building.

 Failure of IT or telephone system.

* Failure of critical third party (eg
supplier).

* Unavailability of key or sufficient
staff.

If your plans cater for each of these
eventualities, the actual cause of the
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problem becomes irrelevant. The
reasons that particular events are not
normally considered are twofold:

* there are too many (it's not practical
to have a plan for fire, another for
flood, another for pandemic, etc);
and

 the likelihood of an unpredicted
event (whatever you have planned
for, you can be sure that the actual
incident will be something else).

A predictable event

However, on rare occasions it is worth
planning for a particular event - when
it is likely to have an impact on your
organisation, and when it is
predictable. If your organisation is
based in or near one of the sites of the
2012 Olympics then this is one such
occasion.

If you have good continuity
arrangements in place already to cater
for the four outcomes identified
above, you are already well on the way
to being prepared and your plans
should be able to cope with whatever
may happen. But there are some
additional considerations you should
bear in mind. 14,000 athletes are
expected from all over the world, not
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to mention 6,000 officials, 24,000
media personnel, a workforce of
200,000 - and that’s before the 7.9
million spectators begin to be
counted.

Public transport particularly in and
around London will become extremely
crowded, even more so during the
usual morning and evening peak
times, and before and after Olympic
events. There will be numerous road
restrictions in place to add to the
already greater than usual congestion.
You should consider the impact this
will have on your own staff, your
customers, your suppliers and other
visitors. Travel at these times will at
best be very difficult, if not simply
impossible. Maybe that meeting in the
West End might not be such a good
idea after all!

Not just for a day

Remember, this is not just for a single
day: the situation could last for up to
64 days! Make sure you research the
transport information published on
www.london2012.com to see the
potential impact in your area. Your
planning should take into account the
build up and wind down periods before
and after the Games.

10/05/11 vl



Then there are of course all the usual
unpredictable possibilities. The
enormous number of extra people
using an infrastructure which in many
ways is already creaking at the seams
may lead to failure of electricity, gas,

water or telecommunications. Would
you be able to cope in such
circumstances?

Crowds facilitate the spread of
bacteria and viruses; is your pandemic
planning up to date? Of course there
are many reasons why staff might not
be available. As well as all the usual
explanations, some may simply be
tempted to absenteeism in order to
watch what the UK has the honour to
host - either in person, on television,
or streamed over the internet.
Incidentally the last method has the
potential to muscle in on your
bandwidth; if that happens during the
period in question, it will be too late to
order morel!

Terrorist attack

The Olympic Games are also an
obvious terrorist target, so the
probability of an attack is higher than
it otherwise would be. This might not
be a bomb - these days a cyber attack
could be just as disruptive. How long
could your organisation survive
without the internet and email?

There are likely to be increased
security checks, especially around the
Olympic venues and on transport
systems, which themselves will slow
progress. Indeed, you should consider
increasing your own physical security
at this time. Who can walk in and out
of your reception unchallenged?
Ensure any required security
personnel are booked in advance -
these may be difficult to secure at
short notice during the Olympic period.

Do not be totally reliant on mobile
phones to contact your staff in the
event of an incident. If there is a major
incident, the networks may become
jammed, or even switched over to sole
use of the emergency services.

Working from home

Identify staff who live within the hubs
of Olympic activity. It may be that you
consider that staff working from home
may be a good solution. Do not forget
that this will frequently mean more
personal and/or client data outside
the usual information security controls
provided within your organisation.

Consideration should be given to
implementing additional controls
where necessary. If your staff are
working from home, it is still your
responsibility to ensure that their

working environment is safe and
appropriate.

Other potential solutions may include
meetings and seminars out of town,
shift work, 24-hour work options,
temporarily operating from alternative
sites, laid on travel, use of video
and/or telephone conferencing ,
Skype, relocation of IT support, etc.
Only you will know what will work for
your organisation. Where possible
bring forward or push back moveable
critical activities. Plan particularly for
critical operations that can't be
moved. That way you will be prepared
for the worst, and will survive when
your competition may find themselves
in difficulties.

Training for the event

Be prepared, get testing and get
training. It doesn’'t matter how good
you think your plan is because if you
haven't tested it, it might not be as
good as you think it is. An effective
plan is rehearsed, tested and staff
trained so that they too know what
they need to be doing to minimise the
impact of work disruption over the
Olympic period.

Can we help?

Kingston Smith Consulting has
specialist experts who can help you
make sure that your day to day
business continuity arrangements are
both fit for purpose and cost effective.
We can also assist in your planning to
ensure that your organisation doesn’t
get burnt by the Olympic Torch when
the Games come to London in 2012.
This is going to happen. You need to
think about it now!
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